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Meton RiskWatch, pa3paboTaHHbM nNpuM y4yacTuum HauMOHANBHOIO
WMHctutyTa CTtaHpaptoB wu TexHonormnm CWA (U.S. NIST),
MuHunctepctea obopoHbl CWA (U.S. DoD) u MuHuctepctBa 0OOPOHSI
Kanagbl (Canadian Dept. of National Canadian Defence) B 1988
rogy, ©¢akTuyeckum 4dBnsSeTCd CTaHQapToOM [N aMepUuKaHCKUX
rOCynapCTBEHHbIX opraHu3auun. o 3aaBneHuio pa3paboTyMkoB, 3TOT
MeToO WCMoNb3YKWT B ThicAYax oOpraHusauunm He Tonbko B CUWA, HO M
no BCEMy Mupy.

K OCHOBHbIM [OCTOMHCTBAM MporpaMMHoro npopykrta RiskWatch,
MOMWMO CpPaBHUTENbHOW MNPOCTOTbH WMCMNONb30BaHWA, MOXHO OTHECTHU
cnepymwuee:

rnyboko npopaboTaHHas W XOpowo 3apekoMeHpoBaBlas cebs

MeTOoOO0Nornus aHanusa PUCKOB;

* COYeTaHMe KONIMYECTBEHHON M KayeCTBEHHOW OLEHKW PUCKOB;

» 0bwmpHaa 6a3za 3HaHMM nNO yrpo3amMm, YSA3BUMOCTSAM M
KOHTpMepaMm;

* BOBMOXHOCTM pefakTMpOoBaHMS UM COBEpPWEHCTBOBaHUA 6a3bl
3HAHWU;

= HaCTpauBaeMble OTYEThl.

RiskWatch npepctaBnsietr cobonM CeMencTBO MPOrpaMMHbIX MPOAYKTOB,
NMOCTPOEHHbLIX Ha o0b6weM nporpaMMHOM sinpe, KOTOpble npegHa3Ha4eHbl
071 yNpaBNleHMS pa3/IM4YHbIMM BUOAMM PUCKOB W MOOOEPXKM pPa3/INYHbIX
CTaHOapTOB.

MpooykThl RiskWatch BknwvawT B cebs cnepywolee:

= HIPAA-Watch for Security;

= RiskWatch for Information Systems;

= RiskWatch 17799 (IS0 17799);

= RiskWatch for Physical & Homeland Security;


https://infosecrisk.ru/riskwatch/

= RiskWatch for Seaport Security;

= RW-MEGA SHIP Security Version;

= RiskWatch for Force Protection;

= RiskWatch for Event Security;

» RiskWatch for Sarbanes-0Oxley (SOX).

Mo 3asaBneHuiw pa3paboTyMKOB, B 3TUX MNPOAYKTAX peann3oBaHa
noaoepXka MHOMMX CTAHOAPTOB M PYKOBOAAWWMX NOKYMEHTOB B 06M1acTu
MHPOpMaLIMOHHOW Ge30MacHOCTU, aKTyalbHbIX B OCHOBHOM gns CIA:

= ISACA Auditor’'s Guideline for Risk Analysis;

« BS 7799 (ISO 17799);

= DoD TCSEC, DOD 5200.28-STD (Orange Book);

OMB circulars on internal controls and management
accountability A-123, A-124, A-127, and A-130;

= Computer Security Act of 1987;

 Privacy Act of 1974;

» Federal Manager’s Financial Integrity Act 1982;

= FIPS-Pub 65 Guidelines for ADP/EDP Risk Analysis;

= HIPAA;

= Army Field Manual 31 for Physical Security;

= Bioterrorism Preparedness and Response Act of 2002;

= Maritime Transport Security Act of 2002;

» International Maritime Organization Ship and Port
Facility Security (ISPS) Code;

= Gramm Leach Bliley Act.

Bce npopykTbl RiskWatch nocTpoeHbl Ha ogHOW YHWPUUMPOBAHHOW
nnatdopMe, apxuTeKTypa KOTOPOU SBAAeTCA [OCTATOYHO TUNUYHOWU
0na nopobHbX CuCTeM. YNpoweHHoe npepcTaBfieHWe Takow
apXMTeKTypbl MOKa3aHO Ha PUCYHKe W BK/w4YaeT B ceba cnepywuwee:

 06wnpHyw 6a3zy 3HaHuMK, copepxawyw WMHPOpPMaLMIO NO aKTUBaM,
yrposam, Yya3BMMOCTSM, BuaaM yuepba, KOHTpMepaM, a Takxe
OMNPOCHbIE JINCTbI OJ1I OLUEHKU GAKTOPOB pPUCKA;

» IporpamMmHbin mHTeppenc (API) pna paboTbl ¢ 6a30# 3HaHuUK, a



Takxe CpencTBa MMNopTa WHPOpMaAULMW, HanpuMep [aHHbLIX Mo
aKTUBaM;

= MOAY/lb OLUEHKU PUCKOB, Peanu3ywliui anropuTMbl aHanuMsa u
OLEHUBAHMA PUCKOB Ha OCHOBAHWM OaHHbIX U3 6a3bl 3HAHUK K
pe3ynbLTaToB OMPOCOB;

~ UHTEPPEeNCHble Moaysnu, npefHa3HayeHHble ONns GopMUPOBAHMSA U
3ano/IHeHUA OMNPOCHWKOB MNOSb30BaTeNsAMM NPOAyKTa, a Takxe
018 CO3[0aHWs OTYETOB MO pe3ysibTaTaM OLUEHKU PUCKOB.
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OCHOBHble 3Tarnbl OLEHKM pUCKOB 1o Metogy RiskWatch:

. OnpepgenexHne napameTpoB obcriegoBaHus .
. [lpoBegeHne UHTEPBLIO U BBOL OAHHbLIX.

. Pacuetr Benn4nHbl PpNCKOB.

. QopmnpoBaHne OTYETOB.
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YeTbhipe cTagum oueHKn puckos(OnpepeneHne napaMeTpos
(Definition), Bsopg paHHbiX (Data), OueHka puckos (Evaluation),
OopMupoBaHue OT4YeTOB (Reports)) 7 CTEeneHb



MX 3aBEepPUWEHHOCTM TNpPencTaBfieHbl B HarnsgHon ¢opMe Ha NepBOM
3KpaHe MnporpamMMsl.

Create links and
execute ALE and
Saferunard cakulations

Define assessment Enter asset values, adjust threat
scope and boundaries fre quencies, and enter safegnard data

Import user specific
data
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[ Saleguaid Detals F# ALE Cdculslion I Assels
[ Thesalz
W Salsguend Eval ™ Thiests
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Select quevtions, outpuat and
disvtribute questionnaires, and 5 ;
import respomses Phuse ) Phue? Phused Phams

Ha >Tane onpepeneHns napametpoB (Definition) 3apawtca obnactb
oueHKKn, KaTteropum yuwepba, KaTeropum akTUBOB, pacCMaTpuBaEMble
Yyrpo3sbl, YyA3BMUMOCTU M MPUMEHSAEMbIE KOHTPMepbl. MOXHO MCNoNb30BaTb
CTaHOapTHble napaMeTpbl U 0o00aBNATb CBOUM COOCTBEHHbIE.



™ RiskWatch 9.0 - [NEWCASE]

File Selectu:un Questu:uns Data Evaluatu:un Repu:urts Tu:u:uls Help

ILI_L,,._ILlf Owverview F Selection % Data % Questions % Evaluation % Beports Impu:urt

~ Phase I - Selection

Selection — e [ o [ £
: | [+ Competition ~ &5 ViewPrint
W Functional freas [+ Currency Fluctuation
| [»Data D,astru-:tiu:un { b Add
W azzet Categories . aalclue
Data Integrity Loss = ;
J | [MEarthquakes bt
[w Lozz Cateqaories | ] R T et v
| [[Electromagnetic Interference Delate
= | [ Emanations P eheinn (et
IEaly [+ Errors, GeneralAl
Ijl::m Tk onbemelic b ? Help

v Vulnerability Areas |~ Data Inteqrity Lozs D efinition— e

v Safequards DATAIMNTEGRITY LOSS - This threat refers ta the corruption of -
important mizzion data, which rezultz in the loss of uzer
confidence in the accuracy of the data. Includes both inzider

S——————— Phis 1 Phnd Phe Phaad
Ha >Tane BBoga pgaHHwbix (Data) B CUCTEMYy 3aHOCATCHA fOaHHbEe O

LLEHHOCTM aKTMBOB, BEPOSITHOCTW Yrpo3, BeJIMYMUHE YS3BUMOCTEN W
CTOMMOCTM KOHTpPMep.
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File Selectu:un Questu:uns Data Evaluation Reports  Tools  Help

Phase Il - Data Entry Entry

LL-'-‘-—-——LJ;"’ Overview iSeIectmn ¥ Data % Questions % Evaluation Hepnrts Impart

v Compary Data

Add/Edit Azsetz [

v Threat Frequencies

v Safeguard Details '

T e ——
LleHHOCTW aKTMBOB, onpepensieMon BenuyuMHown yuepba B pe3ynbTaTte
HapyWweHUs KOHPUOEHUWANbHOCTU, ULENOCTHOCTM M [OOCTYMNHOCTH

dKTWUBOB, COOTBETCTBYWT oOflfpefpesiedHble OULEHOYHbIE OEHEXHbIE
BEJINYUHDI.




Asset Data

,, | | I $ | | i | i ] | Azzet Mames: |S_|,.|stem Diatabazes
Aszet Categany: _{?._E_
Azzet Mame: |S_I,Istem D atabazes . Delete
SPECif_iC:‘é‘-SSEt Thiz azzet includes all databazes stored on or uzed by the
Description: system.

1. |.-’-‘-.$set Replacement Cost, |$1 (0,000, _v_l
2. |Asset Confidentiality Cost [The value that the asset = |$20,000,000. |
3 |E-:|st Per Hour of Unavailability of thiz Aszet [Measured to _:_-_ ]$5,EIEIEI. _vJ
4. ].-’-‘-.nnual Conztant Auditing/Detection Coszt for thiz Azzet, |$?5,EIEII:I. L]
B |Total Potential Cost bo Organization If Asset Is = |$50.000.000. |
E. |F'eru:entage of Mizzion Dependent on thiz Aszset. |EEI _v_l 4
B | =l
H] LCancel | Help |

OxmpaeMas 4yacToTa peanu3auuMum yrpos onpependetTca B
TEepMUHaAxX CpeagHerogoBou OLUEHOYHOMU 4YacToTbhl yrpo3s (Annual
Frequency Estimate). ba3a 3HaHunm RiskWatch onpepender pns
KaxXxgoom yrpos3sl CTaHpgapTHYy OLUEHOYHYI
yactoty (StandardAnnualFrequencyEstimate, SAFE). [On4
BbIMMCNIEHUSA PUCKOB MCNONb3yeTCa Ji0OKaslbHas OUEeHOYHas 4acTtorTa
yrpo3sl (Local Annual Frequency Estimate, LAFE), koTtopyw
nonb3oBaTeslb onpepensetr caMm, MUCNONb3ysds B KayecTBe 6Ha3oBOro
3Ha4vyeHue SAFE.



Phase Il - Threat Frequencies

Lizted below are the Threats and their coresponding Standard Annual Frequency Estimate [SAFE]. The
Local Annual Freguency E stimate [LAFE] reflects this case's estimate and is the walue that will be uzed
it the calculations. [nitially, the SAFE and LAFE are the same value.

- Selected Threatz—— — LAFE : — SAFE — ,_,‘_,J
Ajr Conditioning Failure |[13.00 300
| | Anircraft Accident {0 [0.m
Binlogical Contamination |[10.05 [10.05
Blackmail [|0D8 [{0.05 _l
Bomb Threats [{2.00 ||2.00
Budget Loss {{0.50 110.50
Chemical Spills ({010 01a
| | Cold/Frozt/S now [[12.00 ||2.00
Communication Losz th 1200 1200
Competition {[15.00 |15.00
Curency Fluctuation [114.00 |14.00
Data Drestruction |{24.00 |{24.00
Selected LAFE: : Threat Descoption————+—+————————————
II'I 200 _ COMMUMICATION LOSS - This threat refers to any Ll

breakdawn in the communications spstem [operatars, phone o

aFk. | Cancel | Help I

Ons KaxpowWw KOHTpPMepbl 3apaeTcd €e CTOUMOCTb, KoTopas
onpenenseTcd CTOMMOCTbI BHeOpeHUs W conpoBoxaeHus. Takxe
YUYUTLIBAETCA, Ha KAKOW CTaguMM HaXoOAMTCsA peann3auns KOHTPMEPSI,
NMPOAONIXUTENbHOCTL €€ XW3HEeHHOro LUWKJa M HAaCKONbKO 3TO
KOHTpPMepa YMeHbllaeT OLEHOYHYI 4YacCTOoTy peanusauuum Yyrpossl
(LAFE) .

Phase Il - Safeguard Details

Selected Safequards ———— S afequard Definition

.-’-'-.pp!icatiu:_un Controls Al |DATAEMCEYPTION - The Data Encryption
.-’-'-.udlt_Trall_s _ R | |zafequard involves the application of encroption
Classification Markings technigues to one or more datazetz and to data
Contingency Plan transmitted over nebwork, and communications

Contract SEecificatiDns aystems.

Detection Systems

Documentation

Electrical Power

| |Emergency Response | :
File./Program Cortrol Threat LAFE Reduction
Fire Suppreszion

| | Grounding Systems

| |Inzurance
!_ife I:_!,u:_h:: Managn_ament |
Implemerntation Cost: Annual Maintenance Cost:
|$200,000. ~|  |$50.000 -]
] Cancel |
Fercentage Implemented: Lifetime [in years]:

||:I j % I 3 jl Help

Ha paHHOM 3Tane Takxe ocyuwecTBnseTcs (OpPMUPOBAHUE OMPOCHbLIX




INCTOB, WCNONb3yeMblX AOf4 nosyvyeHns uHdopMauum OT BJlafesnbLeB
aKTUBOB, npepcrtasuTenen 6u3Heca U ISKCNEpPTOB MNpPeaMETHOM
obnactu.
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Ldd 14/ Overview Questions %\ Evaluabion % Feports % Import
Questions
v EditfSelect Questions [ Output MASTER Questions
¥ |dentify Respondents [ Answer MASTER Questions
]
¥ Prepare Question Sets ™ Impott MASTER Answers
W Impot Answers [ Produce Question Report

Arswer Theeshold
I] Interpret xe® of more a3 100%: 65

=
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Phase | Phase2 Phase 3 BN
Ona npoBefeHWs WHTEPBbI WUCNONb3yeTCcAd BebO-OPUEHTUPOBAHHbIN
MHTepdenc, no3BoNsWMA onpawnBaTb Nboe KONUYECTBO IKCNEPTOB B
yOaneHHOM pexuMe.
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13 wermwer/queshions. ssp j & Go | Links ®

e | Exit
121 Question 143 of 144
122
123 Are procedures in place to irrefutably identfy authonzed users, programs, and
1c4 processas and to deny access to unauthorized users, program:s, and Processas in
125 place and monitarad?
126
127
128 Your Rating:
129 cCCCCCC e CCr T NA
130 0 1 2 3 4 5 & 7 8 9 1
‘]?2 Mewer Rarely Somefimes  Mosty  Abwaye | ¢ | Don't Know
] gi Your Comament:
135 e hawve ordered a new ﬂ Next Question
135 authenticacion ProgrEsm and exXpect
137 it to be operational by August,
2003.|
138
139 ;I
140
141

Control Standar d:
164,31 2(f) (Reguired) Implerment procedures to werify that a person or enlily seeking
access to electronic protected health information is the ane claimed

142

Ha >Tane oueHkn puckos (Evaluation) npon3BoaUTCH CBSi3bilBaHUE
Mexny Cco0O0M paHHbLIX O LUEeHHOCTW aKTMBOB, 4YacToTe yrpo3 wu
BEMYNHE YA3BUMOCTEMN. B pe3ynbtate nNpPoOM3BOAMUTCSH
pacyeT KOJIMYECTBEHHbIX 3HA4YEHUU OXUOAEMOro CPegHerogoBoro
ywepba (Annual Loss Expectancy, ALE) gna kaxpon KoMbuHauuwu
aKTUB—Yrpo3a—ysa3BMMOCTb. Ha paHHOM 3Tane TakKxe MNPOM3BOAMTCH
pacyeTr ROI pnsa KoOHTpMep M paCcCMOTpPeHWe cueHapueB «A 4TO ecnu?»
(What Ifs), no3sonswowux BbbOpaTb ONAd YMEHbWEHUA PUCKOB
ONTUManbHYKW KOMOWHAUWI KOHTpPMep.
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Save Case |

I EEEEERRRRRR———————.—.|

Rizk/atch |

Linking Felationzhips

W Incidentz

|v Conditioned Incidents

Wwhhat [Fz
[ Safeguards vz Threats

[ Threats vz 5afequards

L“J,._I._._L'..lj Oweryview é Selection z [rata g Guestions ¥ Evaluation % FReports E Impart ™

Phase III - Relationships and Program Execution

Program Execiution

[v ALE Calculation

[vw Safeguard Evaluation

Ha asTane ¢opMupoBaHua OT4YETOB
npeponpeneneHHslin Habop oT4yeToB nNO

(Reports) pacnevyaTbiBaeTcCH
pe3ynbTaTaM OLEHKW PUCKOB.
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File Selection Questions Data  Ewvaluation  Reporks  Tools  Help

e i Riski/atch |

L‘!.LJWJ,’J;’ Oweryview é Selection z D ata ,E_ Huestions é Ewvaluation / Reports ‘ilmpurt Y
| Phase IV - Reports
[v PReport Instructions v FullYulnerability R eport
v |ntroduction [v ‘ulnerability Distribution Feport
v Executive Summarny v Full Safequard Feport
[+ Recommendations v Cost Benefit Repaort
[+ Full &szet Beport v Safequard - Threat Beport
[v Summary by Asset [w Audit Trail - Question Repart
[v Full Threat Repart [v Audit Trail - Bespondents
v Summary by Threat

Ncnonb3yemble B oT4yeTax rpaduku npenctaBiasiOT CTAaTUCTUYECKYI
MHPOpPMaLUMIO, HanpuMep O pacnpepesieHnun Ya3BUMOCTEN
MHOOPMALMOHHON cucTeMbl No obnacTsiM KOHTponsg.

20 Others (15.0%)

—— Diata Integritsy (10.0%:)

Lrcess Control (50050 —

— Procedures (12.5%)

Policy {12.5%)

PeKkoMeHoyeMble KOHTPMepbl MOTyT ObiTb OTCOPTUPOBAHLI B MNOpPsAAKe
ybbiBaHUs 3HayeHus ROI, 4yTo aBNSeTCA OOHWUM U3 OCHOBHBIX
nokasaTtenem pONs MNPUHATUSA pPeElleHUs OTHOCUTENbHO peanu3auuu
KOHTPMEP M COOTBETCTBYWWMX NPUOPUTETAX WX peanusauuu.
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Property Managament
V¥isior Control

Lifz Crele hanazament
Contract Sperifications
Fisk Analwi

Oz anizational Structere
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Secority Policy
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1 1 3 4 3 ] T B B 10
Feturn On Investment(ROT) Calevlaed in order of the 10 highest ROE.



