CRAMM

HanncaHo AnekcaHpgp ActaxoB | 11 wwoHsa, 2023

He MeHee OCHOBaATEe/ibHbIK MOAXOO WCNONb3yeTCcd U B WUPOKO
M3BECTHOM MeToae oueHkun puckoB CRAMM, pa3paboTtaHHOM Cnyx6own
6be3onacHocTu BenukobputaHmm (UK Security Service) no 3aka3sy
bputaHckoro npasutenbctBa. B Metope CRAMM ocHoBHOM cnocob
OLEHKW PUCKOB — 3TO TwaTeNlbHO CMJlaHUPOBaAHHbLIE WHTEPBbLIO, B
KOTOPbIX MCNOMb3YHWTCA MNoapoOHble ONPOCHbIE AUCTbLI, MNPUMEpPbl KOTOPbIX
npuseneHsl B lMpunoxeHunax NNe 4, 7 n 8.

Meton CRAMM ucnonb3yeTtcs B COTHAX OPraHuM3auuMin No BCEMY MUpy,
bnaropaps, KpoMe BCero npo4yero, W Haau4yuw BecCbMa pPa3BUTOrO
NMPOrpaMMHOro MWHCTpyMeHTapusa, pa3pabaTbiBaeMoro OpuTaHCKOWM
KomnaHuen Insight Consulting, npuobpeTteHHOM B Haudane 2000-x
ronoB KoHuepHoM SIEMENS. WHcTpyMeHTapun CRAMM copepxut 6asy
3HAHUW MO PUCKAM M MexaHu3MaM UX MUHUMM3auuKn, cpepctBa cbopa
nHpopMauumn, ¢opMMpoOBaHUA OTYETOB, a TakKxe peanusyeT anropuTMbl
019 BblMMCI/IEHUA BENNYUHbBI PUCKOB.

CRAMM (UK Government Risk Analysis and Management Method) :

= Pa3dpabotaH Cnyxbou be3zonacHoctm Benukobputanun (UK
Security Service) no 3agaHuiw bpuTaHCKOro npaBuTesbCTBa #
B3SiT Ha BOOPYXeHWE B KayecTBe TrocynapCTBEHHOro
cTaHpgaprTa.

» Icnonb3yeTca HayuHasa ¢ 1985 r. npaBuTesibCTBEHHbLIMU U
KOMMEPYECKUMU OpraHn3aumsamm BennkobputaHun. 3a 53T0 BpeMs
npuobpesn nonynsipHOCTb BO BCEM MUPE.

» Oupma Insight Consulting Limited 3aHumaeTcs pa3paboTkou
M CONpoBOXZEHNEM OLHOMMEHHOI O MPOrPaMMHOro NpPoAyKTa.

B otnuumne ot Metopa OCTAVE, B CRAMM wncnonb3yetcsi HeCKO/bKO


https://infosecrisk.ru/cramm/

MHaa nocrnenoBaTeNbHOCTb OEUCTBUA M MeTodbl OnpepeneHus BeMYUHDI
puckos. CHavana BbIABNAeTCS CaMa uUenecoobpa3HOCTb fOeTanbHOWM
OueHKn puckoB. Ecnum wnHPoOpMauMoHHas CUCTEMa OpraHuM3auuu
HEeJoCTaTO4YHO KPUTUYHA, TO K HeW NPUMEHATCA CTaHgapTHbIM Habop
MexXaHW3MOB KOHTPOJIA, OMUCAHHbLIN B MEXOYHAPOQHbLIX CTaHpapTax MU
copepxamnxcs B 6a3e 3HaHuum CRAMM, kKoTopassi B OCHOBHOM
6ba3mpyetca Ha 6putaHCKOM cCcTaHpapTte BS 7799.

Ha nepsom >5t1anes MeTtogme CRAMM cTpouTCcd MopOenb aKTWUBOB
MHOOPMALMOHHOM CUCTEMbl, ONWUCbIBaWas B3auWMOCBA3U Mexay
NHOOPMALNOHHLIMX, MNPOrPaMMHbBIMU U TEXHUYECKMMU aKTUBAMM, a TaKxe
oueHMBaeTCs LEHHOCTb aKTUMBOB MUCXoOf M3 BO3MOXHOro yuepba,
KOTOPbLIN OpraHm3saunms MOXET TMNOHEeCTM B pe3ynbTaTte wuXx
KoMnpoMeTauum.

Ha BTopoM >5TanenpouM3BOOUTCHA OLEHKA PUCKOB, BKJ4Yawwas B cebs
NMOoeHTUPUKaLUNID U OUEHKY BEePOATHOCTU Yrpo3, OLUEHKY BeJIMYUHbI
YySA3BUMOCTEN U BbIYNUCIIEHNE PUCKOB [S11 KaXdoun TPOUKU: aKTUB —
yrposa — ya3BuMoCcTb. B CRAMM oueHuMBawTCs TaK Ha3blBaeMble
«YyucTble» puUCkKM, 6e30THOCUTENIbHO K peasim30BaHHLIM B CUCTEMe
MexXaHu3MaM KOHTponfa. Ha >3Tane oOueHKM PUCKOB npepnofnaraercH,
YTO KOHTpPMepbl BooOwWe He NPUMEHSITCSH.

Ha 3aknw4yntesnbHOM 3Taneonpepensetrcd Habop KOHTpMep no
MUHUMU3AUUN MOEHTUOUUMPOBAHHLIX PUCKOB M MPOU3BOAMTCHA CpaBHEHME
PEKOMEHOYEMbBIX M CYWEeCTBYWWUX KOHTpPMEp, nocne 4yero dopMupyeTcs
nnaH obpaboTKM pPUCKOB.

CRAMM Express. JTanbl OUeHKN U 06paboTKM pPUCKOB



B CRAMM Express ¥5.0 E x|

CRAUMN Exprass has baen desi gned to allow users to complete a risk assessment on 3 single spplication or systern within % day. CREMM Express will allow
you to undersdand the risk profile, identify high risk areas and consider the types of courdermeasure necessary to matoh the risk profile. The
courtermessure |brary used by CRAMM Express can be tslored to suit your perficulsr requirernents, CRAMM Express does not address thrests and
countermeasures to the sams level of detail 3z CRAMM Expert and where the user reguires additionsl rigour in the risk assessment, it is recommended that
CRAMM Expart i5 used, One opfion to consider is using CRAMM Express to establish a risk profile and then, i required, using CRAWM Expart to irvest gate
thiese ki gh rizh sress in maore detail.
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Jrtanel ynpasneHns puckamm no metogy CRAMM:

1. Mlogrotoska, Bblibop nogxopa (6a30Bbii ypoOBEeHb WA AeTasibHasd
OLleHKa PUCKOB).

2. QueHKa KPUTUYHOCTM aKTuBoB. Mopgenb akTtmBoB, yuepb,
LLEHHOCTb aKTUBOB.

3. OUueHKa pUCKOB. Yrpo3sl, YSI3BUMOCTHU, BEJSINYMHA PUCKOB

4. Bolbop KOHTpMep. CpaBHEHUE DPEKOMEHAYEMbIX W CylUeCTBYUNX
KOHTpMEpP, raH o0b6paboTKu PUCKOB.

Bo3MoXHOCTM nporpamMMHoro wuHctpyMeHtapusa CRAMM 3HauuTenbHO
npeBbILalT BO3MOXHOCTU, HeoOXoguMble NUWb ONS OLEHKWM PUCKOB MU
BKAWYalT B cebsa cnepywuee:

 0a3a fOaHHbIX, copepxawas 3000 KOHTpMep, OXBaTbiBawWWX BCeE
acnekTol uHdopMaumoHHoM 6Ge3onacHocCcTu, coBMecTuMas c BS
7799, IS0 15408 u ppyruMu cTaHpapTamu;

= 400 TtunoB pecypcoB UC, 6onee 25 pa3nuyHbix Buaos yuepba,
bonee 10 cnocobos oueHkn yuwepba, 38 Tunos yrpos, 6bonee



150 BO3MOXHbIX KOMOMHauun yuwepba, yrpo3sb u ys3BumMocTtu, 7
YPOBHEWN PUCKA;

= HabOp MHCTpPYMeHTaNbHbLIX CPEaCcTB [N NPOXOXOEeHUd npouenyps
ayaouTa u cepTtupmkaumm Ha cooTtBeTtcTBue BS 7799;

= Habop TUNOBBLIX MONMUMTUK 6E€30NacHOCTM U OPYruMX OOKYMEHTOB,
HacTpaMBaeMbiX AN KaxOoW OpraHu3auuu;

» CpeacTBa MaHMPOBAHMA HenpepbiBHOCTU OU3Heca;

= CpeoctBa NpoBeOeHUs BbLICOKOYPOBHEBOro aHajiMm3a pPUCKOB
(Bcero 3a 2 vaca) npu nomownm CRAMM v.5 Express;

» CpeacTtBa OOKYMEHTUPOBAHMA MexaHu3MoB 6e30nacHOCTU U
pe3ynbTaToB ayguTa.

CRAMM. ba3a KOHTpMep
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Information to be encrypbed prior bo being sent over a wireless link

Emicryption rechanism used for protecting wireless link bo be demonstrated to be reslient to attadk
Defaulk keys in access points and cards to be changed befare deplovment

Prefarence ko be given bo solubions that suppert dyniamic key management rather than manual updstes
Lis2 & Wirtual Private Network For connections aver wireless links

For internally developed networks, use a security toolkit for wireless development:
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Xopowo CTPYKTYpupOBaHHbIN M WNMPOKO onpoboBaHHbIM MeTO[
CRAMMo6napaeT Heobxogumon rUOKOCTb M YHUBEPCANbHOCTbIO, 4TO
No3BONSeT UCNONb30BaTb €ro B MpoekTax fboro ypoBHA C/IOKHOCTMW.
B toxe BpemMda CRAMM He nuweH U onpefgefnieHHblX HeOOCTAaTKOB, B
4yncsie KOTOPbIX MOXHO OTMETUTb crepyluee:

= TpebyeT cneunanbHON MOArOTOBKU W BLICOKOW KBanupuKaLuu;
B ropa3no 6Oonbwen cTeneHW MNOAXOOUT ONSA ayouTa yxe
CYWEeCTBYWWUX, HeXenu ang pa3pabdaTbiBAEMbIX CUCTEM;



=ayauT no Metopny CRAMM — npouecc TPpYyAOeMKUUA U MOXeT
notpeboBaTb MecaueB HenpepbiBHOW pPaboTh;

= reHepupyeTt 6onbwoe KonuyectBo OyMaXHOW [OOKyMeHTauuwu,
KOTOpas He BCerpa nojie3Ha Ha MpakTuke;

" KaK M Yy MHOMUX ppyrux uUMNopTHbIX npooyktos, B CRAMM
CywecTBywT npobnemsl ¢ oTobpaxeHneM KUpuUauubl.

OcobeHHO orop4yaeT pPOCCUUCKMX nonb3oBaTtenen cuctemsl CRAMM T1OT
daKT, 4YTO BO3MOXHOCTb BHECEHMA p[ONoNIHEHMN B 6a3zy 3HAHUMK
pakKTMyeCKM He [OCTynHa nofsb30BaTesidM, UTO Bbl3biBaerT
3HayYnTenbHble TPYORHOCTM nNpPUM apfgantauuMm >3TOro MeTopa K
notpebHocTtsaM opraHusaunn. Kpome T0ro, CRAMM He no3Bsonger
co3fnaBaTb cobcTBeHHble wWabnoHbl OTYEeTOB MM MoauMduUMpOBATH
nMewwmecs.

CRAMM. KoHTponb CcTaTyca MexaHu3MoB Oe30MacHOCTHU

&5 Status of BS 7799 Controls (Findings, Analysis + Actions) . X
= _:_] Information Security Manasgement Syster (4.) :_: Objactive
@2 Management Responsibilty (5.) An inventory of all mportant assetks
[+ _J Management Review of the 1505 (6.) shall be dravmn up and maintasined,
= J 15MS Improvement (7.)

-] Securlty Policy (A.3.)
# _,J Organisational Security (A.4.)
[= _J Asset Classification and Control (4.5.)
= wg Accountability For assets (4.5.1)
& Inventory of assets (4.5.1.1)

[#-wza Information classification (4.5.2) Ooen Detalisd
-] Personnel Security (8.6.) | ek

;. : ) Count Sc
=) Physical and Ervironmental Security (8.7, = kit et

Findings l.ﬂmal}a_ns | Actions |

4

Information Assets - There is currently no Information Asset Register covering those broad information bypes relevant to the scope of the ﬂ

[5M5, There is a good appreciation of whak this doourent needs ko conkain, When produced, this will be owned by the Information
Security Manager,

Hardware Assets - The IT manager mainkains an electronic asset database of all IT equiprment induding network, companents and user
equiprant. Audits are carried out Frequently, supported by a variety of tools and procedures (ses 4.8.1.1),

Software Assets - A software asset register is held by the Project Librarian. Tt is used to ensure that licensing restrictions are observed.
There is a process by which IT informs the Librarian whenever products are instaled or uninstalled. Users are not permitted to instal their
own applications. This i covered in the Induction Training (ses 4.6.2.1).

Service Assets - The Facilities function is responsible For lighting, heating, power and all other buiding services. There is currently no SLA _'J




